VAPT Queries and NSIL Response:

1. How many iterations of VAPT is required?

Response: Number of lterations per VAPT depend on whether all the vulnerabilities
reported by the auditor are resolved or not. After each round of VAPT, vulnerabilities
reported should be resolved and the software should be offered again for testing. If still
auditor finds that reported vulnerabilities are not resolved, another iteration of resolution
is done and software is offered for re-testing. This is done till all vulnerabilities are resolved

2. Is web server and Database audit is in audit scope?
Response: Yes.

3. Is VAPT need to perform in O&M phase if yes specify the frequency?
Response: VAPT clearance certificate is valid for certain duration specified by auditor. Re-
certification is to be performed everytime before validity expires.

4. 1s VAPT need to conduct online/offline?
Response: Any depending on auditor/auditee.



